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Abstract 

 

ower system protection has been a topic of interest by many researchers. Conventional load 

protection systems have posed several problems such as stability, reliability, slow fault 

detection, blackouts, etc. Smart grid infrastructure in wide area provides a smarter protection 

atmosphere using latest network techniques such as Transmission Control Protocol/Internet Protocol 

(TCP/IP). Advance load protection is a key issue of this paper which will use the TCP/IP protocol. 

This paper reviews recent work that has been carried out on Wide Area System Load Protection 

Model (WASLPM), and proposed a simple and cost effective conceptual model for protection of power 

systems. The findings of this paper will be useful to electrical utility companies, and policy makers. 

 

Keywords: Energy, Power Protection, System Load, Transmission Control Protocol/Internet 
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I. Introduction 

Smart grid allows many variable energy sources to fit into the grid using advanced 

communication infrastructure. Advanced communication helps in monitoring the energy 

demand as well as energy sources (Farhangi, 2010). Smart grid needs a good and reliable 

protection, with the development of communication infrastructure, such as circuit breaker, 

and relays which can be made intelligent, safer and reliable. To make integration with circuit 

breakers, ethernet is used so that it can communicate using transmission control protocol 

TCP/IP. The conventional grid needs digital communications as an essential part, for it full 

operations (McDaniel & McLaughlin, 2009). Smart grid is a reliable system, but if the 

consumer energy demand increases without load shedding, it will adjust the power demand 

for higher priority without any outage in another part of the grid. Smart grid is intelligent 

enough to integrate renewable energy sources, such as wind, solar, tidal, geothermal, fuel 

cell and hydro and is capable of storing extra energy for storage and emergency cases. 

Modern power grid delivers power which should be free of sags, spikes and also free of 

disturbance as smart grid is a more decentralize system, which is enough to withstand in 

hard environmental conditions (Farhangi, 2010; Massoud Amin & Wollenberg, 2005; 

McDaniel & McLaughlin, 2009).  

 

Smart grid communication infrastructure should be free of any distortion. For a proper 

protection of a smart grid, a numeric current differential protection relay and 

microprocessor based protection relay must be applied (Rutger & Rothkrantz, 2008; Sheng, 

Li, Chan, Xiangjun, & Xianzhong, 2006). Both relays will propose a centralized multi zone 

fault clearing protection, by means of a current differential scheme for the fixed protection 

zone. For security and monitoring purposes a smart grid Wide Area Monitoring, Protection 

and Control (WAMPAC) system plays a key role to maintain a secured system state. The 

WAMPAC system is used to deploy proper control actions on load transmission and 

generation of electrical power. For communication purpose, smart grid uses TCP 

surrounded by wide area networks to reduce congensation and network traffic (Allman, 

Paxson, & Blanton, 2009). The transport layer of TCP/IP offers two kinds of service to the 

application layer, TCP protocol and User Datagram Protocol (UDP) protocol. Although the 

TCP protocol could realize data transmission in a more reliable way, but delays the signal 

power, which is the main drawbacks for a real time data transmission. The immediate 

requirement of power system is that, the UDP protocol must be used to transport data 

(Stewart & Metz, 2001). Smart grid has ability to make intelligent protection by 

disconnecting just the faulty portion from the healthy portion, and reconnect it after fault 
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has been removed. Conventional grid lacks such facility. In order to remove the fault in a 

conventional grid, the  whole must be set to zero before a fault is rectified.  

 

This review paper is structured as follows. Section II summarizes the methods of protection 

systems using advanced communication protocols. Section III gives brief overview 

communication architecture used in a smart grid. Section IV will discuss the TCP/IP 

protocol for smart grid. Sections V discusses the proposed model; while, section VI 

concludes the paper. 

 

II. Protection Schemes 

Protection in power grid means to remove the faulty portion of the system from operating 

portion. So as to detect the fault and reconnect the rectified portion after removing the faulty 

part. For this reason, in the modern era, the power system has different protection schemes. 

Smart grid has the ability to detect the fault automatically, and to property self-self-rectified 

the fault. The Smart grid can be able to sense overload system and manage system in order 

to avoid or to decrease the power failure.  

 

Using the wide area controller (WAC), which is the central portion of the whole wide area 

smart grid system, and it got smart control due to its computational engine and information 

user defined cases. A WAC control area with help of TCP/IP through bi-directional 

communication (Shaobu Wang, Xiangyu Meng, & Tongwen Chen, 2012). The Wide Area 

Monitoring Protection (WAMPAC) and Control WAMPAC maintains secure system state in 

order to prevent normal system state transition to emergency state. For a better system, the 

wide range of operational control and protection strategies in the smart and intelligent form 

should be implemented in WAMPAC system. WAMPAC with time synchronized 

measurement uses phasor measurement unit (PMU), which reduce the time frame of 

synchronized information from minutes to seconds, milliseconds simply because of 

advanced technology to microseconds (Shaobu Wang et al., 2012). 

 

Power system dynamic brings a new challenge for online changing for control scenarios. 

These control actions are deployed to ensure that the supply, demand balance is met reliably 

and securely (Shaobu Wang et al., 2012), (Lopes, Moreira, & Madureira, 2006)(Karnopp, 

Margolis, & Rosenberg, 2012). This system needs high speed internet access that should be 

connected to handheld global position system (GPS) every time to get the record. The 

Supervisory Control and Data Acquisition (SCADA) system updates the system after every 

one second, and updates the data immediately through analysis software. Consequently, 

this system can analyze power system in less than 3 second snapshot and returns the real 

time calculation results. When compared to SCADA systems, WAMPAC panel, which is 

used very fast and the update rate  is around one second. Hence, the real-time wide area 
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protection and control system has around one second time interval in order to apply the 

new settings and strategies in the entire power system. The ability to show the systems fast, 

dynamic, one line display can provide visually real and reactive power flows, line loadings 

to point out overloads, bus voltage magnitude/angles or even derived values such as 

voltage stability indices (Terzija et al., 2011). The SCADA system should be equipped with 

proper alarms, without alarms/buzzers during the system disturbance and instigation of an 

event will be complicated.  

 

The SCADA has no capability to track transient, simply because the SCADA system is an 

old system while a modern grid require new techniques and technology to monitor data and 

update rate is slow. One study (Baker, Buyya, & Laforenza, 2002) briefly described a wide 

area manager  as a centralized portion which is the main body of the whole wide area smart 

grid architecture which got its intelligent control due to the computational engine, and data 

user defined cases. Due to these circumstances the WAM accurately control its area using 

Worldwide Interoperability for Microwave Access (WIMAX) through bidirectional 

communication for sending and receiving fault sensing signals. So with the help of these 

tripping signals, the components get no harm and it became safe. WAM is the main central 

portion, if WAM got some problem the whole system will collapse. WAM need a wireless 

network for two way communications.  

 

Another protection scheme is a  dynamic voltage restorer (DVR) which is used to protect 

sensitive load from sagging/swell and disturbances in the supply voltage. Unified Power 

Quality Conditioner (UPQC) combines the operations of a shunt active filter and a DVR 

together. The series component of the UPQC  and DVR helps to insert a voltage so as to 

maintain the voltage at the load terminals balanced and free of distortion. This voltage is 

derived from a voltage source inverter (VSI) operated under pulse width concurrently, the 

shunt component of the UPQC injects current in the alternative current (AC) system such 

that the currents entering the bus to which the UPQC is connected are balanced sinusoids 

(Roncero-Sanchez, Acha, Ortega-Calderon, Feliu, & Garcia-Cerrada, 2009). This system is 

sensitive to load side.  

 

Current transformer saturation may occur due to the presence of harmonics which may 

cause a current transformer failure to deliver a true reproduction of the primary current to 

the relay during a fault. Digital and numerical relays are usually built in filters to narrow out 

harmonics and thus they are less prone to malfunction. Active power filters which are more 

flexible and viable than passive filters have become popular nowadays. However, active 

power filter configuration is more complex and it requires appropriate control devices to 

operate (Roncero-Sanchez et al., 2009) and (Salmeron & Litran, 2010).  
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Adaptive protection is another popular method, this principle makes the relay can 

automatically adjust to various protection functions. The adaptive principle applies to 

microprocessor line protection, adaptive instantaneous over current protection, and over 

current protection principles, etc., to meet the requirements of rapid change operation mode 

and also to improve the performance of the line protection. An adaptive relay protection is 

essential for smart grid and advanced technology (Mahat, Chen, Bak-Jensen, & Bak, 2011). 

Automation system can autonomously take action, but if a system failure occurs, it will be 

difficult to restore the system back into original position. So this type of protection crew is 

not much available in case of emergency. There should be some manual scheme in case of 

emergency. The concept of fast distribution bus protection scheme using Generic Object 

Oriented Substation (GOOSE) for TRIP and/or BLOCK messages to upstream Improvised 

Explosive Devices (IED). For example, in case of feeder fault detection the Feeder IED sends 

a BLOCK command over GOOSE to prevent operation of upstream IED (Grassi, Chokani, & 

Abhari, 2012; Sauturaga, 2008). 

 

Bus protection scheme is used for high voltage distribution. The Strategic Power 

Infrastructure Defense (SPID) system is aimed at prevention of the wide-area grid outages 

against cascaded events caused by a series of problems, including short circuits and 

equipment failures (Chen-Ching Liu, Juhwan Jung, Heydt, Vittal, & Phadke, 2000). SPID 

also includes a robust and fast communication network to monitor and control a power 

system in a wide area. This system cannot remove the sabotage which is the most severe 

problem. As a protection scheme, these ON LOAD TAP CHANGER (OLTC) automatic 

blocking devices were installed to prevent voltage collapses (Liu, Aichhorn, Liu, & Li, 2012). 

Protection schemes which include defense measures proposed in (Jain, Nandakumar, & 

Nagar, 2008) to deal with the sabotage or tampering in nuclear power plants, and the 

various techniques documented in (Fang, Misra, Xue, & Yang, 2012) to rapidly and 

efficiently restore transmission line services after an emergency. Summary of the protection 

schemes used in the recent literature are tabulated in Table 1.   
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Table 1: Summary of the Protection Scheme  

Scheme Used  Reference  

A. SCADA 

 

(El & Giebel, 

2003) 

B. VDR Protection 

 
 

(Al-Nasseri, 

Redfern, & Li, 

2006) 

C. Adaptive Relay Protection (Mahat et al., 

2011) 
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D. Bus Protection  

 

(Zadeh, Sidhu, 

& Klimek, 2011) 

 

 

III. Communication System Architecture For Protection Scheme 

Different communications technologies supported by two main communications media, i.e., 

wired and wireless, which can be used for data transmission between smart meters and 

electric utilities. In some instances, wireless communications have some advantages over 

wired technologies, such as low cost infrastructure and ease of connection to difficult or 
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unreachable areas. However, the nature of the transmission path may cause the signal to 

attenuate.  

 

On the other hand, wired solutions do not have interference problems and their functions 

are not dependent on batteries, as wireless solutions often do. Basically, two types of 

information infrastructure needed for information flow in a smart grid system. The first flow 

is from sensor and electrical appliances to smart meters, the second is between smart meters 

and the utility’s data centers. As suggested in (Gungor et al., 2011), the first data flow can be 

accomplished through power line communication or wireless communications, such as 

ZigBee, 6LowPAN, Z-wave, and others. For the second information flow, cellular 

technologies or the Internet can be used. Some of the smart grid communications 

technologies along with their advantages and disadvantages are critically explained below.  

 

ZigBee is a wireless communications technology that is relatively low in power usage, data 

rate, complexity, and cost of deployment. It is an ideal technology for smart lightning, 

energy monitoring, home automation, and automatic meter reading, etc. ZigBee and ZigBee 

Smart Energy Profile (SEP) have been realized as the most suitable communication 

standards for smart grid residential network domain by the U.S. National Institute for 

Standards and Technology (NIST) (Yilin Mo et al., 2012)]. ZigBee is a good option for 

metering and energy management and ideal for smart grid implementations along with its 

simplicity, mobility, robustness, low bandwidth requirements, low cost of deployment, its 

operation within an unlicensed spectrum, easy network implementation, being a 

standardized protocol based on the IEEE 802.15.4 standard (Han & Lim, 2010). ZigBee SEP 

also has some advantages for gas, water and electricity utilities, such as load control and 

reduction, demand response, real-time pricing programs, real-time system monitoring, and 

advanced metering support (Han & Lim, 2010). The robustness of ZigBee under noise 

conditions increase the possibility of corrupting the entire communications channel due to 

the interference of 802.11/b/g in the vicinity of ZigBee [26]. Figure 1 shows the scheme used 

for power protection using ZigBee approach. 
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Figure 1: Power System Protection Using ZigBee approach 

 

 

Mesh networking is a cost effective solution with dynamic self-organization, self-healing, 

high scalability services, which provide many advantages, such as improving the network 

performance, balancing the load on the network, extending the network coverage range 

(Chooi Tan, San Lim, & Zubir Mat Jafri, 2017). A private company, Sky Pilot Networks 

(SPNs) uses mesh networking for smart grid applications due to the redundancy and high 

availability features of mesh technology [28].This network has drawbacks such as fading 

and interference can be counted as the major problems of wireless mesh networking 

systems. Existing cellular networks such as 2G, 2.5G, 3G, 4G, 4G-lite, WIMAX, and LTE are 

technologies available to utilities for smart metering and can be a good option for 

communicating between smart meters and the utility and between far nodes. The mesh 

network comprised of different energy sources are depicted in Figure 2.   
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Figure 2: Mesh Network Power System Protection Scheme 

 

The existing communications infrastructure avoids utility from spending operational costs 

and additional time for building a dedicated communications infrastructure. Power-line 

communication (PLC) carries data on a conductor that is also used simultaneously for AC 

electric power transmission or electric power distribution to consumers. PLC has been the 

first choice for communication with the electricity meter due to the direct connection with 

the meter (Galli, Scaglione, & Wang, 2011) and successful implementations of advanced 

metering infrastructure (AMI) in urban areas where other solutions struggle to meet the 

needs of utilities. PLC systems based on the Low Voltage (LV) distribution network have 

been one of the research topics for smart grid applications in China (Zhai, 2011). The 

standardization efforts of PLC networks, the cost effective and widely available 

infrastructure of PLC, can be the reasons for its strength and popularity (Zhai, 2011). Digital 

Subscriber Lines (DSL’s) are a high speed digital data transmission technology that uses the 

wires of the voice telephone network. It is common to see frequencies greater than 1 MHz 

through an Advanced DSL enabled telephone line (Wei Yu, Ginis, & Cioffi, 2002). There are 

already existing infrastructure of DSL lines reduces installation cost. Protocols such as the 

IEC 61850 Substation Communication Architecture (SCA) are capable of sending phase 

information over the wire (Mackiewicz, 2006).     
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IV. TCP/IP Protocol For Smart Grid  

The performance of TCP surrounded by wide area networks and quantifies is  aimed to 

built-in congestion control mechanisms about overall complex system (Bychkovsky, Hull, 

Miu, Balakrishnan, & Madden, 2006).The transport layer of TCP/IP offers two kinds of 

service to the ap]plication layer, a TCP protocol and UDP protocol. Although, the TCP 

protocol could realize data transmission in a more reliable way, it time delay is difficult to 

notice, which is of course drawback for the real time data transmission. The immediacy 

requirement of power system decides that the UDP protocol is used mostly to transport data 

(Stewart & Metz, 2001). 

 

 

V. Proposed  TCP/IP Model for Power System Protection  

In this proposed protection scenario which shown in Figure 3, the  Electric Power is 

transmitted and distributed from generating sources to the consumer side load side. This 

case highlights the residential load, with residential load one fault sensing or fault detector 

is connected, and further connected to the local controller. This fault sensing device has 

sensors which sense any type of disturbance in the voltages or current or any type of fault i-e 

phase to ground or line to line. And it sends the signal of disturbance to local controller. 

Now that the local controller is connected to the central controller via Bidirectional 

communication channel known as TCP/IP. A reliable  data transferring reliable medium 

should be used, having a large bandwidth and speed TCP/IP is more well-liked protocol for 

data communication. It becomes standard protocol in the modern era. It took birth in the 

USA in the late 70s by a research group, and becomes the best among communication 

protocols. The advantages of TCP/IP networking are its widespread usage (e.g. Internet) 

which with the help of the Internet send and receive packets of data, which means the local 

controller will send data or fault signal to WAC / central controller. Now that the central 

controller will decide about the fault and make an intelligent decision. Intelligent decision is 

one in which only the faulty portion is treated and not to disturb the whole system. In this 

scenario intelligent relays and circuit breaker are very important because of the relays and 

circuit breaker protection system is possible. 

 

In this proposed model, relays and circuit breaker contacts state are being tested to check 

any fault and disturbance. If there is any fault. or if a fault is detected such as ground fault, 

over current or any other fault, the intelligent relay will sense the fault and send the signal to 

TCP/IP transmitter which can send the signal. The TCP/IP receiver will receive the signal 

and it will transfer the signal to the main server known as the central controller. So as the 

central controller will decide what to do with the fault. It will compare the value of current 

with the threshold value already defined if the fault current is greater than the threshold 
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value, it will send the trip signal to the breaker and in this way, central controller does 

intelligent protection. 

 
Figure 3: Block Diagram of the Proposed Model 

 

VI. Conclusion 

From the literature review hereof, development work on the conventional grid needs care 

and some changes on the network. The proposed design of power system shows that power 

system needs communication between a consumer and a supplier, so that if there is any 

fault, it must be clear in a very short time. As the system becomes intelligent, so that it can 

communicate with other components in the power grid. Based on the proposed model, it 

concludes that conventional system becomes smart due to the integration of communication 

channel and new protection scheme. In this model, communication will be done through 

TCP/IP when a fault is detected. The fault signal will send to TCP via local controller and 

further send to the main controller, the TCP receiver will receive the signal and compare it 

with a threshold value of current if the fault value is greater than the value specified, the 

main or wide controller will send trip signal to the system and power supply will be opened. 

When the faulty portions are opened, the system will be protected in a smart way. 
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