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ABSTRACT 
Cloud computing is a type of computing that relies on sharing computing resources rather 
than having local servers or personal devices to handle applications. In cloud computing, 
the word “cloud” is used as a metaphor for “the Internet”, so the phrase cloud computing 
means “a type of internet-based computing” where different services such as servers, 
storage and applications are delivered to an organization’s computers and devices 
through the Internet. Even email system can be deployed in cloud computing 
environments, including all email services (interface, client and server) or some part of 
them. Email is a system for receiving, sending and storing electronic messages. Messages 
sent by electronic mail normally reach a recipient’s account within seconds. They 
frequently include more than just text; images and numerous type of formatted 
documents are now easily included as attached files. All these properties do not include 
security, which makes the choice of service provider hard when the letter sent in the 
email system contains sensitive information. Due to these reasons, this paper intends to 
present an innovative approach to security in a cloud computing environment, focusing 
mainly on the security of an email system. The purpose is to find a solution for an email 
system deployable in a cloud environment with all the functionality deployed on an 
external machine. The main objectives of this paper includes; researching on the concept 
and state of art of cloud computing, email system and security, presenting a cloud 
computing architecture that will take care of general aspects of security; designing an 
email system for that architecture that contains mechanism protecting it from the 
possible security threat, and finally, implementing a simplified version of the design to 
test and prove the feasibility of it. When the test was carried out, it’s observed that the 
simplified version of the design can successfully secure email in cloud computing. 
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INTRODUCTION 
Email is a well-established technology used 
worldwide for enterprise and private 
communication through the internet. The use 
of electronic mail is one of the main ways of 
communication for individuals and in 
corporate environments. In 2014, the 
majority of email traffic comes from the 
business world, which account for over 108.7 
billion emails sent and received per day. 
Email remains the most common form of 
communication in the business space. Email 
use is growing in the business sector and by 
2018, business email will account for over 
139.4 billion email sent and received per day 
(Radicati, 2014). Only 18.5% of office workers 
spend less than 1 hour per workday on email 
related activities (Flynn, 2014). Moreover, 
academic researchers check the emails 36 
times per every hour of work on average 
(Renaud, 2006). 
However, email users are increasing over 
years, as web-based email clients are 

increasing. Thanks to the high speed and 
availability of internet connections. 
Currently, there are many large scale email 
services providers like Gmail with 425 million 
monthly active users as at June, 2012. In 
July, 2011, Hotmail announced in its 15 years 
anniversary that it had 360 million unique 
users per month (Ludwig, 2012). 
Likewise web-based applications have been 
increasing over the years, adoption of cloud 
computing is not slowing down, proving that 
this popular new technology isn’t just a 
trend. According to (Figone, 2015) 2.4 billion 
people now use cloud-based services in some 
form, also 90% of companies are using cloud 
computing technology, mainly software-as-a-
service (SaaS), 545 cloud services are used by 
an organization on average and the highest is 
1769. It is predicted that by 2018, the global 
market for cloud equipment will reach $79.1 
billion. All these show the exponential 
growth of the cloud computing market. 
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BACKGROUND 
Electronic mail most commonly referred to 
as email or E-Mail and is a method of 
exchanging digital messages from an author 
to one or more recipients. Modern email 
operates across the Internet or 
other computer networks. Some early email 
systems required the author and the 
recipient to both be online at the same time, 
in common with instant messaging. Today's 
email systems are based on a store-and-
forward model. Email servers accept, 
forward, deliver, and store messages. Neither 
the users nor their computers are required to 
be online simultaneously; they need connect 
only briefly, typically to a mail server, for as 
long as it takes to send or receive messages. 
Historically, the term electronic mail was 
used generically for any electronic document 
transmission. For example, several writers in 
the early 1970s used the term to 
describe fax document transmission (Brown, 
1972).  
An Internet email message consists of three 
components, the message envelope, the 
message header, and the message body. The 
message header contains control information, 
including, minimally, an originator's email 

address and one or more recipient addresses. 
Usually descriptive information is also added, 
such as a subject header field and a message 
submission date/time stamp. 
Electronic mail predates the inception of the 
Internet and was in fact a crucial tool in 
creating it but the history of modern, global 
Internet email services reaches back to the 
early ARPANET(Partridge, 2008). Standards 
for encoding email messages were proposed 
as early as 1973 (RFC 561). Conversion from 
ARPANET to the Internet in the early 1980s 
produced the core of the current services. An 
email message sent in the early 1970s looks 
quite similar to a basic text message sent on 
the Internet today. 
We have four protocols used for email 
communication between systems and they 
are; IMAP, POP3, STMP and HTTP. Basically, a 
protocol is about a standard method used at 
each end of a communication channel, in 
order to properly transmit information. In 
order to deal with your email you must use a 
mail client to access a mail server. The mail 
client and mail server can exchange 
information with each other using a variety 
of protocols. 

 
Figure 1: Email communication protocols  
 
CLOUD COMPUTING 
Cloud computing provides IT resources 
through the Internet. Thanks to its 
development, a new structure for the email 
system architecture is emerging. This 
architecture is based on web-based email. 
Web-based Email service is simply an email 
system accessible through a web site, built 
by a Web application that is in fact an email 

client. Web-based email adds a new element 
in the architecture, making it more complex; 
but, at the same time, the user can access 
the email service through its web browser, so 
there is no need for specialized email 
software on user workstations. Figure 2.2 
shows a simplified view of the architecture of 
a web-based email service. 
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Figure 2: Web-based email service architecture 
According to Winans and Brown (2009), Cloud 
Computing frequently is taken to be a term 
that simply renames common technologies 
and techniques that we have come to know 
in IT. It may be interpreted to mean data 
center hosting and then subsequently 
dismissed without catching the improvements 
to hosting called utilitycomputing that permit 
near real-time, policy-based control of 
computing resources. Or it may be 
interpreted to mean only data center hosting 
rather than understood to be the significant 
shift in Internet application architecture 
(Winans and Brown, 2009). 
Although cloud computing has changed over 
time, using the definitions by (Caruso, 2011), 
it has always been divided into three broad 
service categories: Infrastructure as a Service 
(IaaS), Platform as a Service (PaaS) and 
Software as Service (SaaS). 
SECURITY OF EMAIL SYSTEM 
Cloud computing when used as Software as a 
Service (SaaS), is mostly implemented in the 
form of a web-based application. Based on 
the web, it uses HTTP as the communication 
protocol. This communication is performed 
between a web server and a web client 
(usually a web browser). 
Secure Sockets Layer (SSL) is a security 
protocol used to transmit private 
communications via the Internet. Many Web 
sites use the SSL protocol to protect 
confidential user information, such as credit 
card numbers. By convention, URLs that 
require an SSL connection start with "https" 
instead of "http." Many email clients also 
support SSL as a means to encrypt messages 
to keep them safe from identity thieves who 
watch public wireless networks looking for 
passwords and credit card numbers. An 
updated version of the SSL protocol is called 

Transport Layer Security (TLS), but SSL and 
TLS are essentially the same standard. 
SECURITY OF EMAIL MESSAGES 
S/MIME (Secure/Multipurpose Internet Mail 
Extensions) provides a consistent way to send 
and receive secure MIME data.  Based on the 
popular Internet MIME standard, S/MIME 
provides the following cryptographic security 
services for electronic messaging 
applications:  authentication, message 
integrity and non-repudiation of origin (using 
digital signatures), and data confidentiality 
(using encryption). 
S/MIME can be used by traditional mail user 
agents (MUAs) to add cryptographic security 
services to mail that is sent, and to interpret 
cryptographic security services in mail that is 
received. However, S/MIME is not restricted 
to mail; it can be used with any transport 
mechanism that transports MIME data, such 
as HTTP. As such, S/MIME takes advantage of 
the object-based features of MIME and allows 
secure messages to be exchanged in mixed-
transport systems. 
CRYPTONET EMAIL SYSTEM 
A different approach focused on security is 
the one taken by (Ghafoor, 2009). It consists 
of an entire system infrastructure with a 
Secure Email Client application running in a 
local machine to communicate with a Secure 
Email Server. 
The sender fetches the recipient's certificate 
from the LCA server to encapsulate the 
messages following S/MIME standard. 
Concerning attachments, the sender will 
encapsulate them into signed and/or 
enveloped PKCS7 objects and upload them to 
the server. The server will return an URL to 
be embedded in the body of the messages 
before being sent. 
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The recipient fetches the messages from the 
SEM server, which applies the receiving 
authorization policies, along with the 
senders' certificate, which are retrieved from 
the sender's SEM server (located thanks to 
SMI server). When the message is retrieved, 
the SEM server sends a confirmation message 
to the sender. Then, the signature is verified 
and the message is opened and stored in the 
inbox folder. For obtaining the attachments, 
the client uses extracted URLs and decrypts 
the file before storing it (the attachments 
can be removed from the server when the 
file is downloaded or when the message is 
deleted). 
The address book is protected in the client 
using symmetric key encryption. For 
protection purposes, the address book can be 
uploaded to the server (already encrypted) 
and the symmetric key (encrypted using the 
public key of client). As mentioned before, 
there are several confirmation messages: 
confirmation of delivery (by SEM server when 
message is received), receipt (by SEM server 
when message is downloaded by recipient) 
and acceptance (by SEM client when message 
is opened). Authorization is enforced by PEP 
server, a proxy of the SEM server, through 
communication with XACML Policy Server 
(SAMLPolicyAuthorizationRequest and 
SAMLPolicyAuthorizationResponse). 
METHODOLOGY 
Taking the engineering nature of this paper, 
the research methodology selected is design 
science. Because of the fact that it is an 
outcome-driven methodology, design science 
is the most logical choice for this research. 
Even the structured model of this paper 

matches almost perfectly most of the wide-
accepted design science definitions. 
Peffers (2008) specifies design science 
research methodology as an iterative process 
with defined steps. Each step involves its 
main activity, listed as: 
1. Problem identification and motivation; 
introduced in the introduction 
2. Define the objectives for a solution; 
explained in the introduction 
3. Design and development and 
demonstration; described in result and 
discussion 
5. Evaluation; commented in result and 
discussion 
6. Communication; this involves this entire 
document. 
In a more descriptive format, Alan Hevner 
describes Design Science as follows Design 
Science involves a rigorous process to design 
artifacts to solve observed problems, to 
make research contributions, to evaluate the 
designs, and to communicate the results to 
appropriate audiences (Hevner, 2004). 
These are just a few of the advantages that 
make design science the chosen research 
methodology for this paper. More evidence 
will be clearly, but implicitly, shown along 
the rest of the paper. 
RESULTS 
The application is visually divided in four 
pages: Login, Inbox, Read, and Write. The 
result of the tested system is as shown page 
by page below. 
Tested Login Page 
Here, the user is already supposed to be 
authenticated into the system and authorized 
to use the application. 

 
Figure 3: Tested Login Page 
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Tested Inbox Page 
The information is presented in this page, so the functionality needed for it takes place when 
the page is requested. 
 

 
Figure 4: Tested Inbox Page 
 
Tested Read Page 
As explained previously, the main purpose of the Read page is to display an email letter in a 
readable format. The information shown in the main section of the page is related to the 
selected email in the Inbox page.  
 

 
Figure 5: Tested Read Page 
Tested Write Page 
Finally, the write page as explained in the methodology is a form to fill in order to create a 
new email that will be sent.  
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Figure 6: Tested Write Page 
 
EVALUATION 
We qualitatively evaluated our Secure E-mail 
System by applying Threat Model on its 
individual functions as shown in Table 1. The 
authentication in our system is performed 
using Strong Authentication object which 
protects authentication mechanism against 
Tampering, Spoofing and Repudiation attacks 
because it uses certificates and digital 
signature of random numbers.   
Secure E-mail system uses Secure Sessions 
protocol for secure communication so each 
message between Secure E-mail Client and 
Secure E-mail Server is protected against 
tampering, information disclosure, and 
spoofing attacks. Since, messages are 
encapsulated in 
PKCS7SignedAndEnvelopedDatacryptographic 
format so this protocol also resists man-in-
the-middle and impersonation attacks. E-
mail letters in our system are encapsulated 
in S/MIME format using S/MIME generic 
security object. So, E-mail contents are 
protected against Tampering, Information 
Disclosure, Spoofing, Elevation of Privileges, 
and Repudiation attacks. Similarly, our E-
mail attachments are encapsulated in 

PKCS7SignedAndEnvelopedDatacryptographic 
format which also protects our attachments 
against above mentioned attacks.   
 Our Secure E-mail Client protects 
address book entries using SymmetricKey 
object which loads address-book-symmetric-
key, either from smart card or from key-file. 
This function protects our address book 
entries from Information Disclosure and 
Spoofing attacks. The confirmation of E-mail 
delivery is a key feature of our system. 
These messages are digitally signed, so they 
are protected against Tampering, Spoofing 
and Repudiation. Domain name of each 
Secure E-mail Server is certified by SMI 
server and each Sender Secure E-Mail Server 
adds it in the header of E-mail before 
sending to the recipient Secure E-Mail 
Server. This feature protects our domain 
names against Tampering, Spoofing and 
Repudiation threats.  
After evaluating and validating our Secure E-
mail System, we established that if generic 
security objects are completely protected, 
tested and verifiable then the system 
developed using those objects is also secure, 
tested, and verifiable. 
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Table 1: Threat Model for the Evaluation of Secure E-mail System 

No.  

Functions and Features 

Security Threats  

 

T 

 
I 

S 

E 

R 

1  Strong Authentication  ×  - ×  - ×  

2  Secure Communication  ×  ×  ×  ×  ×  

3  
Protection of mail boxes and Email 
Contents  ×  ×  ×  ×  ×  

4  E-Mail handling   ×  - ×  ×  - 

5  E-mail attachments  ×  ×  ×  ×  ×  

6  Protection of Address book  - ×  ×  - - 

7  Address book Symmetric Key Management  ×  ×  ×  ×  ×  

8  E-mail Confirmation Status  ×  - ×  - ×  

9  Validation of Domain names  ×  - ×  - ×  

Key:  
T = Tampering 
I = Information Disclosure 
S = Spoofing 
E = Elevation of Privilege 
R = Repudiation 
 
DISCUSSION 
The Secure E-mail System for cloud 
computing is a network application, designed 
and implemented based on a security 
objects, components and principles. Enabling 
components of the security system provide 
transparent handling of security credentials 
and interaction with FIPS 201 (PIV) smart 
cards. The system may be verified to provide 
solutions of all identified problems. In this 
system, users are authenticated using strong 
authentication and Single Sign-On protocols, 
while communication is secured using secure 
session protocol. Email letters are protected 
(in storage and in transit) using S/MIME 
standard, so the system is interoperable with 
existing E-mail systems. The XACML 
authorization policies, certified E-mail 
addresses, and domain names greatly 
eliminate spam, which eventually decrease 
the threats of spreading malicious contents. 

Attachments are handled very efficiently and 
securely, so the system does not 
unnecessarily increase network traffic. 
Address books entries are encrypted, what 
eliminates theft of addresses. In addition, 
management of address-book-symmetric-
keys provides the feature to recover address 
books from accidentals losses. Three types of 
confirmation messages provide full tracking 
of E-mails by the sender. In a global 
environment, where multiple domains are 
deployed, federation protocol establishes 
trust between SEM and SMI servers in order 
to form a federated infrastructure. As a 
proof of the concept, I implemented and 
tested this system which provides protection 
of E-mails’ resources in cloud computing, so 
it can be used for exchange of business 
documents and important information 
between authorized users in cloud portals. 
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CONCLUSION 
This paper aims to propose a brand new 
approach to email systems transparently 
extended with strong, reliable and easy-to-
use security features. Several topics have 
been covered in different chapters: the 
architecture or environment of the system, 
system specifications themselves and real 
case deployment of a simplified version of it. 
The major aims have been achieved and the 
questions proposed have been answered 
successfully. 

All the ideas presented in this paper are a 
new step into email security. A new point of 
view focused on the cloud, which means 
transparency of security functionality, 
minimization of local requirements and 
externalization of logic and processing. It is 
just a small step, a first draft, of what could 
be a revolutionary approach to email 
security, especially taking into account the 
exponential growth of cloud technology in 
the last few years and the constant use of 
email as a communication tool. 
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