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ABSTRACT 
Identifying who is allowed to enter the premises of higher institution has always been an 
issue in Nigeria, especially with the current state of insecurity in the country. The 
current system of identification in most university is inefficient and unacceptable. To 
produce a more efficient system, related literatures were reviewed and a Radio 
Frequency Identificationtechnology was used to develop a gate control.An object (person) 
can be identified by the unique identification number that each tag bears. The system 
was designed and developed using the incremental method of development and it was 
tested with positive outcome. 
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INTRODUCTION 
Regulation for the people that gain entry into 
the grounds of universities is virtually non-
existent. This means that anybody can go and 
out of a university with proper identification. 
With the current threat of terrorism in the 
country, the need to have genuine and 
authentic identification is absolutely 
necessary. The practice of allowing people of 
unknown identity enter the university 
without proper scrutinyput the university at 
great risks.  Also, more often than not, 
students and staff have been known to get 
into conflicts with security operatives at the 
gate over issues of identification. 
Like all other systems, the operations of RFID 
systems are based on certain principles. 
According to Want (2006), many types of 
RFID exist, but at the highest level, RFID 
devices/tags can be divided into two classes: 
active and passive. Active tags require a 
power source—they are either connected to a 
powered infrastructure or use energy stored 
in an integrated battery. In the latter case, a 
tag’s lifetime is limited by the stored energy, 
balanced against the number of read 
operations the device must undergo. Hassan, 
Ali, &Aktas (2011) enumerated a wide range 
of factors affect the reading performance of 
RFID tags as technological factors (tag size, 
tag type), physical factors (object speed, 
object distance), and environmental factors 
(temperature, humidity). 
The RFID reader generates magnetic fields 
that enable the RFID system to locate objects 
that are within its range. The high-frequency 
electromagnetic energy and query signal 
generated by the reader triggers the tags to 
reply to the query, the query frequency 

could be up to 50 times per second, and 
communication between the main 
components of the system is established 
(Ashan, Shah, & Kingston, 2010). 
RFID applications in healthcare could save 
important resources that can further 
contribute to better patient care (Ahsan, 
2010). RFID applications could reduce the 
number of errors by tagging medical objects 
in the healthcare setting such as patients’ 
files and medical equipment tracking in a 
timely manner. RFID further improves the 
situation for patients’ care by integrating 
medical objects involved throughout the 
patients’ care. 
Aphale et al. (2014) did a study on 
Automated Toll plaza using RFID and GSM to 
eliminate wastage of time, fuel, and enhance 
vehicle security. In their study, the system 
provided a set of features such as sending a 
text message to the registered mobile 
number of the owner, displaying the 
information about the vehicle on the display, 
and automatic opening and closing of the 
barricade. This cut down time and fuel 
wastage at manually controlled toll plaza. 
Farooq et al. (2014) described the design of 
an RFID based security and access control 
system for use in hostels of Punjab University 
premises. The system combined RFID 
technology and biometrics to accomplish the 
required task.  
The role of RFID in the supply chain was 
studied by Lofty (2014). According to him, 
RFID is a proven technology that allows 
efficient tracking of products and their 
location as they travel through the supply 
chain.  
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The study discussed the design of and 
implementation of RFID solutions to manage 
the inventory and the supply chain between a 
giant department store chain, and its 
suppliers and partners. Sabbaghi and 
Vaidyanathan (2008) examined  the 
fundamental components     of     RFID     
technology    in    a comprehensive supply 
chain strategy that directly supports the 
effectiveness and efficiency of supply chain 
management. They examined the appropriate 
business processes affected by the RFID 
technology, the required planning and 
examination for successful implementation. 
They further emphasized on business values 
and strategic advantages of RFID technology 
as well as the challenges and 
recommendations in adoption of the 
technology. Using four major supply chain 
processes, they highlighted the economic 
opportunities and challenges when planning 
and implementing RFID technology within an 
existing supply chain framework. 
A Bank Locker Security System based on RFID 
and GSM technology which can be organized 
in banks, secured offices and homes was 
designed and implemented by Ramani et al. 
(2012). In their system, only authenticated 
persons can recover money from a bank 
locker. The security system contains a door 
locking system which can activate, 
authenticate, and validate the user and 
unlock the door real time. 
The current system of identification in most 
universities is inefficient and unacceptable. 
It is riddled with flaws, which can be easily 
exploited for malicious intents. These flaws 
have been identified as follows: 

i. It has no way of verifying the identity of 
people seeking entrance into the premises of 
the university and its facilities 

ii. It takes a relatively long time identifying the 
people with the proper identification and 
granting them access into the premises of the 
University and the university’s facilities; 

iii. In situations where people do have 
identification cards, the current system has 
no way 
of verifying its authenticity; 
vi. In the absence of security operatives at 
the gate a person wanting to enter will not 

be able to, even with the proper 
identification. 
This paper is aimed at addressing these flaws 
associated with the current system. 
 
MATERIALS AND METHODS 
The hardware required to construct the 
system include:MFRC522 RFID reader, 
Arduino Uno R3 board, Arduino Ethernet 
Shield, 1 channel 5V relay module, RGB LED 
module and RFID card.Other additional 
hardware used in the implementation 
included a breadboard, jumper cables, and a 
PC running Windows 8(64bit) for the 
programming of the microcontroller and data 
logging. The software requirements include: 
Arduino Interface – for programming the 
microcontroller, WAMP server – for 
implementing and managing the database, 
SQL Connector/Arduino Library – for the 
connection of Arduino and MySQL, and 
Advanced Serial Data Logger – to log the data 
read by the microcontroller.For the 
programming of the microcontroller, a 
combination of C and C++ functions was 
used. This is because the microcontroller 
(Arduino UNO) is C/C++ based. The proposed 
system is made up of the tag (which is 
implanted in the ID cards), an RFID 
reader/interrogator that reads the data on 
the tag, and a microcontroller(a small 
computer on a single integrated circuit 
containing a processor core), memory, and 
programmable input/output peripherals, 
which interfaces with the application 
containing the database. 
The components of the system all come 
together by connecting to the 
microcontroller. The various connections are: 
Ethernet shield-to-microcontroller, MFRC522 
RFID reader-to-microcontroller, relay-to-
microcontroller, RGB LED module-to-
microcontroller, microcontroller-to-PC. 
These connections are done on a breadboard 
using jumper cables with pins that connect to 
“pin holes” on the various components. When 
an RFID card is waved or placed on the RFID 
reader, the reader reads the unique ID 
number of the card. The microcontroller 
through the Ethernet shield then connects to 
the database and runs a SELECT query and 
searches the database for a match. 
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        Figure 1.1: Proposed Architecture of RFID Gate Control System 
 

If a match is found, the microcontroller then 
sends a signal to the relay which in turn 
sends an electric pulse to the gate controller 
for the gate to be opened. If no match is 
found, the system indicates by turning on a 
red LED. 
The reader reads a tag by transferring energy 
to power it for the period of time it is being 
read. This is done through the use of the 
antennae on the tag and the reader. The 
reader then forwards the data it read from 
the tag to the microcontroller which in turn 
forwards it to the application. The 
application checks the database of cards. 
The application then replies the 
microcontroller with information telling the 
microcontroller whether the card that was 
read is in the database or not. If the card is 
in the database, the microcontroller sends a 
signal to the relay switch. The relay switch 
then sends an electric pulse to the gate 
controller to open the gate for a specified 
period of time. 
 
DISCUSSION AND CONCLUSION 
The proposed system streamlines the process 
of identifying students and other persons 
wanting to enter the school. The system 
employed the use of RFID in verifying the 
identity of students, staff and others seeking 
access into the University.Using the proposed 

system, the University will issue every 
student, staff and others ID cards. Every ID 
card will have an RFID tag (chip) implanted in 
it. Every tag has a unique identification 
number and can store other additional 
information, which can be used in identifying 
the card holder. 
Along with the issuing of RFID equipped 
cards, there will be an RFID reader installed 
at every gate. With this reader mounted at 
each gate, any person seeking entrance into 
the university only needs to swipe his/her 
school issued ID card on the reader. If the ID 
is read to be authentic and the bearer 
verified, a green LED will come on and the 
RFID system will send a signal to the 
(electronically operated) gate to open. If an 
ID card that is invalid(not issued by the 
school or expired) is swiped, a red LED will 
come on, signalling that the card is invalid 
and the gate will remain closed. 
This system of identification has been proven 
to be more efficient and effective, and also 
time saving. If applied appropriately, it 
would streamline the process of 
identification in most Nigerian universities 
and will also provide the ability for the gate 
to operate autonomously. This would also set 
an example for government establishments to 
follow and keep up with the digital age. 
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