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Abstract 
he advancement in mobile technology has increased the usage of social media tremendously. Social 

media has opened up ways for people to easily interact with one another. At the same time it has 

open up ways for cybercrime and other actions that are threat to national security to be committed. 

Through social media, how can National Security be threatened? How can the security and safety of the 

citizens be enhanced? In this paper, we addressed these fundamental questions. Answers to these questions 

justify why social media is indispensable in the hand of security agents who are saddled with the 

responsibilities of protecting lives and properties of the public. In this paper our aim is to make it clear 

particularly to security agents and national security policy makers that social media is indispensable. That 

is, it should not be ignored considering the security threats it poses and its potentiality of being a tool that 

can be used by security agents to counter national security threats and safeguard the public. 
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Introduction 

The term social media is used to describe internet services or web-based sites that provide avenue for people 

to communicate with one another, participate in discussions, share ideas and thoughtson a global scale. Social 

media can be seen as any online based communication medium that allow interaction. The definition given by 

(Dewing 2012) is Social media are the internet-based and mobile services that allow user to participate in online 

exchange, contribute user-created content, or join online communities.  

 

Social media has today becomes part of people’s life. It has change the form of human communication that 

cannot be ignored. People use social networking sites like Facebook, Twitter, LinkedInetc to get news so as to 

stay informed and up-to-date on current affairs, search jobs, stay connected with friends or professional 

associates and so on. Companies take advantage of social media to reach out to large audience to advertise 

T 
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their products and services consequently increasing the market space by reaching greater prospective 

client/customers. In politics, politicians use social networking sites for campaigns which has proven to be an 

indispensable tool in calling people towards a particular mission; for instance, if we look at the role social 

media played in the last election in Nigeria. The impact of social media does not end with business and 

politics, national security is another area, like how the Gezi park protest in turkey was started and controlled 

by social media in December 2013 (Christopher 2013). Online social networks have impacted in every field of 

human endeavour. National security is no exception. 

 

It is a fact that terrorist groups use social media for their activities. We believe that government or the national 

security policy makers and of course security agents can use the same social media to counter the activities of 

the terrorist and other security threats bedevilling the society. In this paper, we present ways in which social 

media can be used especially by security agents and the custodian of national security to enhance the safety 

and security of citizenry. In other to counter security threats pose by social media, it is necessary to know 

what these threats are and their nature. In this paper, we also presented the security concerns associated with 

the social media.  

 

The Social Media  

Social media comprises of array of online (internet) applications that enable users to socially interact with 

others. The internet services associated with social media (often called web 2.0) include Blogs, wikis, Social 

Network Sites (SNS), and Media-sharing sites(Dewing 2012).  

 

Blogs 

Blog is the short term for weblog. Blog is a discussion or informational web site which consists of ‘posts’ 

usually displayed in reverse chronological order, that is, the most recent post appear first(Wikipedia 2016a). 

Blogs can be hosted for free on websites like wordPress, Tumblr, and Blogger (Dewing 2012). Many blogs 

provide commentary on a particular subject; others function as more personal online diaries; others function 

more as online brand advertising of a particular individual or company. A typical blog combines text, images, 

and links to other blogs, Web pages, and other media related to its topic. Majority of Blogs are interactive thus 

allowing users/visitors to leave comments. Interactivity is a very important feature as it distinguishes 

Blogging sites from other static websites(Wikipedia 2016a). 

 

Wikis 

A wiki is a Web page that can be viewed and modified by anybody with a Web browser and access to the 

Internet. This means that any visitor to the wiki can change its content if they desire. 

Wikis permit asynchronous communication and group collaboration on the internet. Wikis provides users 

with both author and editor privileges; the overall organization of contribution can be edited well as content 

itself.  

 

Social Network Site (SNS) 

The social network site can be seen as a dedicated website or application that allow users to communicate 

with each other by posting information, comments, messages, images and so on. A comprehensive definition 

of Social Network Sites (SNS) given by(Boyd & Ellison 2007) is: social network sites are web-based services that 

allow individuals to: (1) create a public or semi-public profile within a bounded system, (2) articulate a list of other users 

with whom they share connection, and (3) view and traverse their list of connection and those made by others within the 

system. The nature and nomenclature of these connections may vary from site to site. The later definition seems to be 

good enough as (Dewing 2012) and (Abdulhamid et al. 2011) have also cited it in their work. 

Examples of social network sites are Myspace, Facebook, hi5, Twitter, Instagram, Google+, LinkeIn, Flickr etc. 

More examples together with the date they were lunched can be found in(Wikipedia 2016d).  
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From year 2000 on ward, the world witnessed the lunching of internet based tools otherwise known as social 

networks. For example hi5 in 2003, LinkedIn was launched in 2003, Facebook in February 2004, Twitter was 

launched in 15 July 2006, Instagram was launched in October 2010, Google+ was launched in 2011(Wikipedia 

2016d). 

 

The usage and the exponential growth or increase in the number of social media user can be attributed to a 

number of factors which can be categorized as follows (Dewing 2012). 

i. Technological factor: Increase in broadband and internet availability, improvement in software tools, 

development of more powerful computers and mobile devices.  

ii. Economic factor: relatively easy affordability of computers (or devices) and software, and growing 

commercial interest.  

iii. Social factor: the quest by younger age group to stay connected with friends to chat and share 

pictures 

 

What's Trending? 

It has become a norm in social networking world to look for things that people are discussing and what is 

everybody wowing at. A posting could trend if gets a significant number of users participating in the 

discussion through re-sharing, viewing or commenting. Oneimportant point to note is that sometimesit 

doesn't have to be relevant or important to the society for a posting to trend; it could be a joke or a short video 

from a friend pranking another, “just make it catchy” and you become the next sensation that everybody is 

talking about. That is why SNS have developed way to monitor such trends and inform its users on what is 

happening. Trends are an integral part of SNS they either make or break the participants through the power 

of the massive contributors. For instance, Justin Bierber was discovered by his manager through his you tube 

channel and today he is what he is because of his amateur video (Biography.com 2016). Omojuwa, a popular 

social media activist was able to tackle arik air about his missing ipad through the hash tag 

#arikwhereismyipad and they succumb to the pressure of his massive trend. 

 

Social Networking and Personal Security 

Every community is bounded by its norms and ethics, the real world community has the entire social group 

to look after its ethics through laws and rules. In an online social community however, natural rules are 

replaced by license and privacy agreements. How a person introduces himself to a stranger on the street is 

today being replaced by a profile on the wall of a social networking site. Although, some may display the true 

information about themselves, quite a number would rather build a profile that could socialize more. The 

abuse of social networking sites and impersonation by some individuals deliberately has cost some people 

dearly in our world today especially Nigerians. Sometimes People put up a profile that is suited for a 

particular situation and present that to innocent users of the site. Or they could study the profiles and 

activities of others and then create contact with their targets which falls prey to such fraudsters. However, this 

is not only limited to users, it also damages the reputation of that particular media space there by 

discouraging others from participating because such things affects the confidence of everyday user. 

 

National Security Threats Poses by Social Media 

Social media is used by different individuals and organizations for different purposes. How it is used, by 

whom it is used, the reason why it is used can pose a threat to national security. The following are some of the 

ways in which social media can be a threat to National security.  

 

Used by Terrorist. After country-by-country analysis of terrorist activities, the US State Department’s annual 

report "Country Reports on Terrorism”, released in late April 2014 conveyed several lessons. The one that is 

relevant to the discussion in this paper is: “Social media are proving to be valuable tools for terrorist groups' internal 
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communication and for reaching larger audiences around the world” (Seib 2014).  Terrorist uses social network sites 

like twitter and Facebook to radicalise and recruit people. Terrorist also take advantage of social media to 

broadcast messages: they can threaten individual or government via sites like You Tube.  

In December 2011, it was discovered that the Somalia-based terror group Al-Shabab was using a Twitter 

account under the name @HSMPress. Since opening on December 7, 2011, the account has amassed tens of 

thousands of followers and tweets frequently(Wikipedia 2016e).  

Shortly after a series of coordinated bombings in Kono, Nigeria, in 2011, the Nigerian-based terror group 

Boko Haram released a video defending their actions on YouTube(Wikipedia 2016e). 

Social media serve as a medium that terrorist use to provide training and resources to the radicalized, 

publicise ‘successes’ and so on.  

 

Using Social Media to Organize Violence – Social media is an effective mechanism for uniting people for a 

common task irrespective of physical distance. Social media can be used to mobilise people to do 

demonstrations, violence or any other event capable of disrupting public safety and compromising national 

security. #occupy Nigeria, a socio-political protest movement that occurred in January 2012 is a good 

example(Wikipedia 2012). However, it might not always be violent; it might be a demonstration against state 

decision and policies etc. Perhaps even OGA at the top blunder in 2013 in Nigeria is common example where 

social media was used in propagating this blunder across the globe, which in our opinion is a shame and 

embarrassment to Nigeria. #bring back our girls in 2014 is another example where social media was used to 

unite people on join the call to bring Chibok girls back to their families. 

 

Circulation of False or Incorrect Information – Social media can be used by mischievous individuals to 

circulate rumours, or incorrect information in order to blackmail others, or to cause panic among the public. 

This is of course a threat to the internal security of a nation as it disturbs the unity and peaceful co-existence. 

Circulation of incorrect information can trigger public disturbance or unrest. Example is release of unofficial 

election results by individuals or someone disguise as official can lead to internal crisis.  

 

Religious Bigotry/Sentiment – Through the use of social media, people can attack each other’s religion. 

Sensitive tweets on twitter, comments or posts on Facebook regarding others religions are becoming a 

common phenomenon. This is also a threat to national security as it clear disturbs the peaceful coexistence of 

people with different faiths.   

Governments of some countries do not take the potential threats that social media poses lightly. As part of the 

measures to address the threats, these governments partially or wholly banned the use of social media in their 

countries. China, North Korea, Syria, Bangladesh, Cuba, etc are countries that authorities blocked access to 

social networking sites like Facebook(Wikipedia 2016b). 

However, in our opinion, banning social media is the best option to tackle the threats it poses. Social media 

itself should not be seen as a potential threat to national security but those who use it. Therefore, the same 

social media should be used to counter 

 

Countering the Threats 

As a way of addressing threats posed by social media,(Carafano 2009)had advocated that a reform should be 

made to conduct national security in a world driven by global listening: firstly, government should create 

human capital programs to prepare national security professionals and decision makers with new skills, 

knowledge, and attributes. Secondly, national security agencies should establish research and development 

programs focused on threats and competitive advantages of social networking tools. These measures the 

author argued are prerequisite for adapting national security to future challenges. 

Creating automated systems that will monitor social media streams with the intension of detecting any 

threats to National Security is an approach of countering threats.  EMOTIVE system is an example of such 
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automated systems. It is a project funded by DSTL (Defence Science and Technology) and EPSRC which 

focused toward monitoring fine-grained emotional responses relating to national security importance (Sykora 

et al. 2013).   

Empower users within the foreign intelligence and counterterrorism communities with IT so they could 

anticipate and ultimately pre-empt terrorist attacks by allowing them to find and share information faster, 

collaborate across multiple agencies in a more agile manner. 

 

Using Social Media to Enhance Public Safety  

Citizens expect their government to protect them from enemy attacks and other threats capable of causing 

public chaos.  

 

Intelligence Gathering – The effectiveness of security forces of any country largely depends on their ability to 

gather intelligence or secret information. Failure to gather intelligence at the right time on issues related to 

national security creates a fertile ground for enemies. Social media platforms can be used to anticipate any 

violence or unrest. We saw in the Arab Spring the power of social media to bring down governments in Egypt 

Tunisia etc. Through social media, security agencies can have insight (intelligence) prior to the occurrence of 

any demonstration or violence organizes by group of people and then take appropriate actions. Therefore 

intelligence gathering on social would allow security agents to monitor and anticipate violence, and to 

analyse public response to various events of national security importance. Connections between know 

terrorists with their allies, or connection between individuals that are considered threat to nation’s security 

and their associates can be investigated using social media. Through social media, vital information on 

associates or friends of terrorists or criminals that are in detention can be extracted. This will greatly help 

security agents to fish out more terrorists and criminals that are threat to national security. Also, security 

agents can take advantage of social media to monitor peoples’ comments or opinion on sensitive issues 

related to national security with the aim of detecting or identifying individuals that did not wish the nation 

well.  

 

Public Enlightenment 

Large number of people/audience can be reached within a short period of time using social media platforms. 

Social media has become tool to break news. Even international media organizations like BBC, VOA, and 

CNN etc uses social media to tell the world latest news/reports prior to being broadcast on television or 

radio. Security agents can use social media to enlighten public on various security measures to protect 

themselves against terrorist and other threats. For example, the campaign on sensitizing public about the look 

of a suicide bomber embarked upon by the Nigerian Police, Federal Ministry of Information & culture usually 

advertise on TV and radio stations should also be done on social media platforms.  They can do so by creating 

pages or handles on social media platforms like Facebook, twitter etc and gather as many friends/follower as 

possible so that the general public can easily see or access any message posted.  

The use of social media by the security agencies should not just be limited to telling the world casualty figures 

after attacks instead, the military and other security agencies should use it to enlighten sensitize the public so 

as to prevent the occurrence of attack.  

 

Using Self-reporting Tools 

Advancement in mobile technologies and increase usage of social media made it possible media organizations 

to take advantage and receive authentic/genuine reports from people (citizens)at no cost on the happenings 

around them especially during election periods, terrorist attacks, and natural disasters. For example, IWitiness 

feature of channels TV, iReport for CNN etc. are all tools that allow people to report first-hand information. 

Perhaps, these tools can be vital to security agencies if they can embrace them. Because through these tools 

that allow reporting, citizens can report strange and suspicious movement of potential/suspected terrorists 
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around them. This can of course eliminate fear of the consequences the people have when they physically 

report to security agencies. Sadly, at the moment, we don’t know of the security agencies in Nigeria has and 

using such tools. Instead, they only resorted to the use of ‘emergency phone numbers’ to let citizen report to 

them. However, one can argue that false or incorrect information can be emanated from or propagated 

through these tools. But it is the duty of recipient of such information (in this case security agencies) to verify 

the authenticity of any information that come their way before deploying necessary resources to act on it. 

More so, it is only when information (both genuine and false) is at the disposal of security agencies that their 

work can be strengthen, and public can be secured.  

 

Calming Tension 

Some of the social media platforms can be used to calm down public tension during crisis and other disasters. 

Social Network Site like Facebook can be used to notify Friends at the time of terror attacks or natural disaster 

your status using the safety check feature(Wikipedia 2016c). This can douse any rumour that might be going 

round calm tension.  

 

Conclusion 

National security threats in countries like Nigeria are an issue of great concern. In this paper, we have 

presented social media in light of National Security. We explained the ways in which social media can pose 

threat to national security, and the ways in which social media can be used to aid the task of protecting a 

nation by pre-empting enemy’s attack through intelligence gathering and sensitizing the public.  

The security agents cannot afford to ignore or neglect social media for two reasons. Firstly, social media can 

be used by terrorist and criminals in ways that distort national security. Secondly, social media can be used by 

security agents to arrest/address national security threats. The two reasons mentioned above makes social 

media indispensable. Harnessing its full potentials by the security agents would greatly enhance the safety of 

a nation. 

It is our hope that governments particularly those of the developing countries would invest massively in 

empowering their security organizations to use IT in the tasks of intelligence gathering, collaboration, and 

capacity developments. 
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