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Abstract 
ireless networks especially the Wireless Local Area Networks (WLAN) is a means of providing 

an inexpensive and easy way in sharing common digital resources such as a single Internet 

connection among several computers. Using a wireless network to transfer files makes digital life 

faster and eliminates wired connections. Hence, WLAN are playing a major role in the information 

technology revolution. The increasing need for WLAN technology has led to a closer examination of its 

security vulnerability, hence, the need for an accurate assessment of the reality of the current state of the 

security of wireless 802.11-based environments. By reviewing WLAN technology literatures, this paper aims 

to overview the WLAN structure, its challenges and point out its shortcomings. 

 

 

Introduction: 

The deployment of Wireless Local Area Networks (WLANs) has rapidly grown over the last years [3]. 

Wireless LANs are easy to install even by computer-illiterate persons [1, 2] and they can be utilized in places 

where traditional Ethernet wire cannot reach. In the simplest of terms, a wireless local-area network (WLAN) 

does exactly what the name implies: it provides all the features and benefits of traditional LAN technologies 

such as Ethernet and Token Ring without the limitations of wires or cables. But to view a WLAN just in terms 

of the cables it does not have is to miss the point: WLANs redefine the way we view LANs. Connectivity no 

longer implies attachment. Local areas are measured not in feet or meters, but miles or kilometers. An 

infrastructure need not be buried in the ground or hidden behind the walls—an “infrastructure” can move 

and change at the speed of the organization. The rapid and wide-spread fascination for new wireless 

technologies has raised a raging debate over security concerns among scientists, IT professionals and 

journalists. Scientists come perpetually up with new research results emphasizing the insecurity of the 

technologies and methods on which WLANs rely. At the same time, we can read from newspapers about 

corporate suffering from massive damages because of negligent exploitation of WLANs. 

The aim of this paper is to introduce the most important WLAN security solutions and address the threats 

characteristic of Wireless LANs. The paper aims to discuss the weaknesses of the current solutions and 

present some future work.  

 

 

 

W 
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Understanding Wireless LAN Classifications and 802.11 Architecture 

A WLAN environment has wireless client stations that use radio modems to communicate to an AP. The 

client stations are generally equipped with a wireless network interface card (NIC) that consists of the radio 

transceiver and the logic to interact with the client machine and software. An AP comprises essentially a radio 

transceiver on one side and a bridge to the wired backbone on the other. The AP, a stationary device that is 

part of the wired infrastructure, is analogous to a cell-site (base station) in cellular communications. All 

communications between the client stations and between clients and the wired network go through the AP. 

The IEEE 802.11 standard permits devices to establish either peer-to-peer (P2P) networks or networks based 

on fixed access points (AP) with which mobile nodes can communicate. Hence, the standard defines following 

two basic network topologies. 

[1] ad hoc wireless LANs: In ad hoc mode, each client communicates directly with the other clients within 

the network, see figure 1. ad-hoc mode is designed such that only the clients within transmission range 

(within the same cell) of each other can communicate. If a client in an ad-hoc network wishes to 

communicate outside of the cell, a member of the cell MUST operate as a gateway and perform 

routing. 

  
Figure 1: Ad hoc wireless LAN [17]. 

 

[2] Wireless LANs with Infrastructure: In infrastructure mode, each client sends all of it’s 

communications to a central station, or access point (AP). The access point acts as an Ethernet bridge 

and forwards the communications onto the appropriate network– either the wired network, or the 

wireless network, see figure 2. 

 

 
Fig 2: Example of infrastructure network [14] 

 

Prior to communicating data, wireless clients and access points must establish a relationship, or an 

association. Only after an association is established can the two wireless stations exchange data. In 

infrastructure mode, the clients associate with an access point. The association process is a two-step 

process involving three states: 

a) Unauthenticated and unassociated, 

b) Authenticated and unassociated, and 

c) Authenticated and associated. 
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Wireless LANs and Its Benefit 

Wirelesses LANs are less expensive and less intrusive to implement and maintain, as user needs change. The 

listed are also WLAN benefits: (i) Extended Reach, (ii) Increased Worker Mobility, (iii) Reduced Total Cost of 

Ownership and Operation. 

 

Security Risks and Technical Challenges of a Wireless Network 

Security is a principal consideration when planning, designing, implementing, and managing a network 

infrastructure. This is especially true for wireless LANs, which present a unique, set of challenges to IT and 

security professionals. In addition to the typical problems that new network and device technologies 

endanger, including incompatibilities and ongoing support issues, non-secure wireless LANs can expose an 

organization’s network traffic and resources to unauthorized outsiders. 

 

Specific threats and vulnerabilities to wireless networks and handheld devices include the following: 

[I] All the vulnerabilities that exist in a conventional wired network apply to wireless technologies. 

[II] Malicious entities may gain unauthorized access to an agency’s computer network through wireless 

connections, bypassing any firewall protections. 

[III] Sensitive information that is not encrypted (or that is encrypted with poor cryptographic     

techniques) and that is transmitted between two wireless devices may be intercepted and disclosed. 

[IV] DoS attacks may be directed at wireless connections or devices. 

[V] Malicious entities may steal the identity of legitimate users and masquerade as them on internal or 

external corporate networks. 

 

Security Threats in Wireless Network 

As mentioned above the 802.11 WLAN—or WiFi—industry is burgeoning and currently has significant 

momentum. All indications suggest that in the coming years numerous organizations will deploy 802.11 

WLAN technology. Many organizations—including retail stores, hospitals, airports, and business 

enterprises—plan to capitalize on the benefits of “going wireless.” However, although there has been 

tremendous growth and success, everything relative to 802.11 WLANs has not been positive. There have been 

numerous published reports and papers describing attacks on 802.11 wireless networks that expose 

organizations to security risks. This subsection will briefly cover the risks to security—i.e., attacks on 

confidentiality, integrity, and network availability. Figure below provides a general taxonomy of security 

attacks to help organizations and users understand some of the attacks against WLANs.

 
Figure 3: Security threat taxonomy [8] 
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Network security attacks are typically divided into passive and active attacks. These two broad classes are then 

subdivided into other types of attacks. All are defined below. 

 

a) Passive Attack— An attack in which an unauthorized party gains access to an asset and does not modify 

its content (i.e., eavesdropping). Passive attacks can be either eavesdropping or traffic analysis (sometimes 

called traffic flow analysis). These two passive attacks are described below. 

i.Eavesdropping—The attacker monitors transmissions for message content. An example of this attack is a 

person listening into the transmissions on a LAN between two workstations or tuning into transmissions 

between a wireless handset and a base station. 

ii.Traffic analysis—The attacker, in a more subtle way, gains intelligence by monitoring the transmissions for 

patterns of communication. A considerable amount of information is contained in the flow of messages 

between communicating parties. 

 

b) Active Attack—An attack whereby an unauthorized party makes modifications to a message, data stream, 

or file. It is possible to detect this type of attack but it may not be preventable. Active attacks may take the 

form of one of four types (or combination thereof): masquerading, replay, message modification, and denial-

of-service (DoS). These attacks are defined below. 

i.Masquerading—The attacker impersonates an authorized user and thereby gains certain unauthorized 

privileges. 

ii.Replay—The attacker monitors transmissions (passive attack) and retransmits messages as the legitimate 

user. 

iii.Message modification—The attacker alters a legitimate message by deleting, adding to, changing, or 

reordering it. 

iv.Denial-of-service—The attacker prevents or prohibits the normal use or management of communications 

facilities. 

The risks associated with 802.11 are the result of one or more of these attacks. The consequences of these 

attacks include, but are not limited to, loss of proprietary information, legal and recovery costs, tarnished 

image, and loss of network service. 

 

Securing a Wireless Network 

Security encompasses a number of facets, which is why companies invest heavily in dedicated security 

infrastructure and highly-trained specialists. Every network application and infrastructure component has a 

distinct set of security requirements that must be addressed before managers feel comfortable entrusting it 

with the enterprise’s mission critical information. For wireless LAN, security takes place on two levels: the 

packet level and the radio frequency (RF) level. Within this context, enterprise WLAN security requirements 

essentially fall into three broad categories, with the first two referring to packet-level security and the third 

dealing with RF-level security. 

 

[1] Data Confidentiality and Integrity 

The protection of data as it passes along the shared medium. Confidentiality is delivered through the use of 

encryption algorithms used to encode information in a manner that can only be decoded and read by the 

parties for which it is intended. Going hand-in-hand with encryption are the concepts of data integrity and 

non-repudiation, which help to prevent hackers from altering data. This is achieved through the use of a 

hashing algorithm which takes a snapshot of each packet’s content before it is encrypted. By doing this, even 

if a packet were to be decrypted, it would not be possible for a hacker to alter data contained within (for 

instance, changing the source IP address so that it appears that an authorized user is actually coming from the 

hacker’s location) and fraudulently re-send the data – a process known as spoofing. Strong data confidentiality 
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and integrity are especially critical for wireless traffic, as packets can more easily be intercepted – and 

potentially compromised – by virtually anyone in the vicinity of the network. 

 

[2] Authentication and Access Control 

The mechanisms used to grant authorized users access to the wireless network and the resources residing on 

the broader enterprise network. More sophisticated implementations also allow for the definition of access 

control policies that grant different users or groups with unique security settings and access to different 

network resources. Robust authentication and access control measures are especially vital to WLANs because 

there is little available in the way of physical separation of unauthorized users from the network.  

A user can potentially have a laptop outside of the office premises, and without an authentication mechanism 

to keep them out, they could gain full access to the corporate network. 

 

Result 

This research has shown that WLAN has different levels of vulnerability through which the digital data 

confidentiality and integrity can be compromised. While technically this is exposed to the technology experts, 

the knowledge of WLAN vulnerability might not be known to the day-to-day common users. In line with this 

findings, it is also obvious that more secured coding mechanism is needed for data transfer. 

 

Recommendations and Suggestions: 

A. Even as new 802.11 vulnerabilities are identified and exploited, organizations can mitigate or 

eliminate many of wireless LAN’s security risks with careful education, planning, implementation, and 

management. The following steps aid this process: 

(i) Establishing WLAN security practices and policies; 

(ii) Using a more complex and uneasy to break WLAN security structures; 

(iii) Provide a secure firewall to protect the WLAN from the Internet; 

(iv) Virtual Private Network should only be used when accessing the WLAN through the Internet; 

(v) Only approved or trusted protocols should be enabled; 

(vi) Avoid AP expansion. 

 

 

Conclusions 

Today, most organizations deploying wireless LANs simply have not put enough effort into its security – it is 

not right, but it is true. Just like in the wired world, organizations only began to take internet security 

seriously after there had been a series of highly visible and financially damaging hacker attacks. Only a 

similar series of public wireless disasters will catalyze the change needed for organizations to take wireless 

security more seriously. 

 

Wireless networks using the 802.11b protocol are at present inherently insecure and vulnerable to a variety of 

attacks. Using a laptop with a Wi-Fi card and the right software, an attacker is capable of immense mischief 

and in theory could be as far as 20 miles away in a safe haven.  

Networks which are poorly configured or do not have any encryption being utilized are the most vulnerable. 

While there are a number of inherent security problems with the 802.11 technology, there are also many 

straightforward measures that can be taken to mitigate them. As with many new technologies, the best way to 

get started is to recognize the problems and make a commitment to address the ones that can reasonably be 

solved in the environment. 

 

Industry standards have finally matured to provide a comprehensive solution to the security dilemma, but as 

with any form of security, wireless security will have to continually evolve to keep up with the newest and 
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most sophisticated attacks. Security solution have been developed that not only addresses the data 

confidentiality and authentication needs of today, but has also created an open standards-based solution that 

has the flexibility to adapt in the future. In conjunction with its intrusion detection and prevention 

capabilities, the HiPath Wireless Portfolio has provided a complete, future-ready solution to the core tenets of 

wireless security. have been met through an integrated security solution that leverages the existing network 

infrastructure, and end-users will be satisfied that they have no need to complicate their computing 

experience in the least. In fact, features like fast secure roaming may actually simplify their experience. 

Many enterprise network managers have resisted the introduction of wireless LAN, delaying the opportunity 

to reap the numerous benefits to be had in terms of productivity, responsiveness, and TCO reductions. While 

the absence of an acceptable security standard served as the chief justification for this decision, Siemens 

HiPath Wireless delivers a secure solution that resolves this problem and makes the enterprise ready for 

wireless LAN today.  

 

This paper tried to discuss several alternate solutions possible for securing a wireless network requires only 

careful design, planning and engineering.  
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