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Abstract 
ince its adoption by the National Institute of Standards and technology, the Rijdeal cipher has become 

a standard in public and private key encryption in the internet. Recent researches have however 

exposed marginal but still important flaws in the rijdeal algorithm. This research reviews the Rijndeal 

cipher and some of the more significant attacks that have successfully broken the cipher. But despite these 

signiicant lapses, after comparison with other algorithims such as the DES and triple DES (3DES), the 

Rijdeal cipher was found to have superseded them  in terms  of security ans efficiency.  As part of the 

research, the Rijndeal cipher was fully implemented using Matlab and the code shared publicly on GITHUB  
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Introduction  

AES is a non Feistal block cipher system developed by Joan Daemen and Vincent Rijmen for United States 

National Institute of Standards, it is composed of a symmetric algorithm, an a key schedule of either 128, 192 or 

256 bits that is used to encrypt a 128 bit block of data (Trappe & Washington, 2006). 

 

Transformations and Data structure 

AES is based on the Rijndeal cipher and uses several layers of transformation that are iteratively implemented 

throughout the encryption process (Stinson, 2006).  The rounds are as follows: 

 

Byte Substitution: This process involves the substitution of the message’s bits with bits from a substitution 

box; this according to Trappe & Washington (2006) increases the ciphers resistance against linear and 

differential cryptanalysis. The substitution box is a derivation of the multiplicative inverse of a number over 

the Galois field GF(8), this derived multiplicative inverse is then further subjected to an affine transformation 

(National Institute of Standards Technology, 2001) 

 

Shift Row Transformation: This is transformation according to Trappe & Washington (2006) is designed to 

cause a diffusion of the plain text bits over the numerous rounds of the encryption procedure, as such it might 

impede any possible statistical analysis of the cipher text by a potential attacker. As a cyclic transformation that 

shifts each row of the data block by an offset of 0,1,2 and 3. (National Institute of Standards Technology, 2001). 

This makes the output of the transformation a column wise derivation of its input and increases the linear 

dependency of the cipher.   

S 



Dutse Journal of Pure and Applied Sciences (DUJOPAS) Vol. 2 No. 2 December 2016 
 

58 
 

Mix Column Transformation: This transformation has the same effect as the shift row transformation above 

(Trappe& Washington, 2006). This alternation between row- wise and column wise transformation in the 

Rijndeal cipher might be geared towards further eliminate any potential relation between the Cipher text and 

the encryption key. 

 

The mix column transformation assumes each column is a polynomial over the Galoi Field GF(28) they are then 

multiplied modulo x4+ 1 with a fixed polynomial(National Institute of Standards Technology, 2001 pg 17). 

According to Trappe and Washington 2006), in some Rjindeal implementations, rather than doing the vector 

calculations, the encryption might be done faster by searching an already generated look up table similar to the 

substitution table in stage 2 above.  

 

Add Round Key Transformation: in this final stage of the AES round, the encryption key called the round key 

is xor-ed with the outcome of the previous transformations (Trappe & Washington 2006). A different key is 

however used in each of the rounds of the encryption, these keys are generated from the 128 bit key by passing 

it through a set of transformation called the key schedule (NIST op cit page 20).   

 

History of AES 

AES was born out of the vulnerabilities of DES’s 56 bit key system to a brute force attack and its sluggish 

implementations in software (SIMMONS et al. 2014). These necessitated the need for a new encryption scheme. 

On January 2nd 1997, the United States National Institute of Standards Technology made a call for proposals 

concerning the development of AES (NIST, 1997), in this call NIST demanded  that AES be publicly defined, a 

symmetric block cipher, make allowance for increased key length and be implementable on both hardware and 

software. NIST further demanded that the cipher algorithm be judged on a combination of its security, 

computational efficiency, memory requirements, hardware and software suitability, simplicity and flexibility 

(NIST, ibid page 2). 

 

On September 12, NIST made a call for submission of candidates for AES (NIST, 1997) and the international 

cryptographic community according to (STINSON, 2001) responded enthusiastically. On August 9th 1999, 

NIST announced a set of five finalist for AES, they were 

 

1- MARS by International Business Machines Corp.   

2- RC6J  by RSA Laboratories 

3-  Rijndael by Joan Daemen and Vincent Rijmen  

4-   Serpent by Ross Anderson, Eli Biham and Lars  

5-  Two fish by Bruce Schneier, John Kelsey, Doug Whiting, David Wagner, Chris Hall and Niels Ferguson  

 

On October 2nd 2000, NIST announced the Rijndeal cipher as the winner AES completion (NIST, 2000) and it 

specifications were released on November 26th 2001 (NIST, op Cit). 

 

According Ferguson et al. (2010), although Rijndeal was not the most secure of the ciphers, it was the best that 

suited all of the conditions given by NIST for AES. One of the ciphers; Serpet for example was extremely secure 

with the best attack known as of 2010 covering only 12 of its 32 rounds (as against 7 of 10 in 128, 8 of 12 in 192 

and 9 of 14 in 256 of the Rijndeal), the disadvantage of Serpent being that it was only 1/3 the speed of Rijndeal( 

Ferguson et al. 2010).  

 

AES in hardware and software and trades of code size and its performance in speed 

The main incentive for choosing the Rijndeal as AES according to Ferguson et al. (2010) was its remarkable 

potential for parallelisation. Every step of the encryption process could potentially be done in parallel with 

others, thus giving it the potential to achieve remarkable speed but at decryption, significant differences 



Dutse Journal of Pure and Applied Sciences (DUJOPAS) Vol. 2 No. 2 December 2016 
 

59 
 

between its inverse mixing operations and the mixing operation done at encryption could possibly give it 

setback (Ferguson et al. 2010).   

 

Analysis of Rijndeal done by its authors; Daemen & Rijmen (1999) showed a marginally proportional reduction 

in speed given an increase of code.  Table 1 below culled from Deaemen & Rijmen (1999) shows the trade off 

between code size, speed and memory requirement when executing Rijndeal on a Motorola 68HC08 processor. 

 

 

 

 

 

 

 

 

 

Table 1: Execution time and code size for Rijndael in Motorola 68HC08 Assembler. (Daemen & Rijmen, 1999) 

 

A further analysis of AES in in CBC mode by Doomun, Doma & Sundeep (2008) found that there was a 14-19% 

and a 15-30% rise in encryption and decryption time respectively with every two step-wise increase in 

encryption rounds (Doomun, Doma & Sundeep, 2008, P. (4)) 

 

Research has additional found that although there is an increase in security when Rijndeal in encrypted using 

more secure modes (example CEC, OFB modes as opposed to ECD) there is however a marginal decrease in its 

encryption speed (Doomun, Doma & Sundeep, 2008). 

 

AES: Attacks  

According to Ferguson et al. (2010), there was a successful attack that could break 7 rounds of Rijndeal 128 bit 

key cipher, 8 rounds of Rijndeal 192 bit key cipher and 9 rounds of the 256 bit key Rijndeal cipher respectively, 

these attacks mostly exploit a weakness in the Rjindeal key scheduling algorithm, as such the cipher 

configurations that use the key the most (256 & 192) seem to be more vulnerable.  

 

In June 2010, Vincent Rijmen, one of the original Rijndeal authors published a hypothetical chosen-key 

relations attack, this attack however required the attacker to some gain access to the computer and halt it while 

it’s in the middle of an encryption (Rijmen, 2010). Another simulated attack exploits in some way an 

information leakage from the encrypting computer and then use a side channel attack to recover parts of the 

key (Shamir et al. , 2010). 

 

In general, the presence of theoretical attacks like that published by Bergnov et al. (2011) that could potentially 

break the full 128, 192 & 256 AES with a computational complexity of  2126.1, 2189.7 and 2254.4 and the 

presence of algebraic functions, formalising the AES algorithms and the linear description of at least some 

elements of its S- Box (Ferguson et al. 2010) should indicate that a substantial breakthrough in Rijndeal 

cryptanalysis is not far ahead.  

 

AES Implementation in MATLAB 

The following section will try to describe an implementation of Rijndeal AES in Matlab. It will give a 

description of the Matlab functions used for the implementation and how they were harnessed in some of the 

user defined functions that carry out the actual simulation. 

Key/Block Length 

Number of 

Cycles 

Required 

RAM 

Code length 

(128,128) 

a)   

8390 cycles 36 bytes 919 bytes 

(192,128) 10780 cycles 44 bytes 1170 bytes 

(256,128) 12490 cycles 52 bytes 1135 bytes 
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MATLAB functions to be used in AES 

The predefined Matlab functions to be used in this implementation of AES include: 

Reshape: This function reshapes and array. 

Dec2hex: converts a decimal integer into hexadecimal 

Hex2dec: Converts a hexadecimal number into decimal 

Bitxor:  Applies an exclusive or operation in a bitwise fashion to parsed arguments. 

Rand:  A random number generator. 

Iscell: The function determines whether a given argument is an array or not. 

Other Matlab functionalities to be used include: 

For loop: a normal looping mechanism that institutes a specified loop in the code. 

Transpose: Given by the suffix ( .‘ ), the function transposes an array. 

Bitget: This function returns the value of a specified bit in a parsed argument 

Bitshift: This function performs a bitwise shift on a parsed argument by a value specified and returns the 

result 

Code and Comments 

1) Key Expansion:  

The key expansion expands a random 16 byte key into 11 different set of keys that will be used for encrypting 

each of the different rounds specified in the 128 bit version of AES. It uses the same specification as the Rijndeal 

key expansion to do this. 

Apart from function keyexpansion, two other functions rotword and rotsubbytes rotate the vector word and 

organise the substitution respectively.  

 

2) Byte Substitution:  

The substitution uses a user defined function named subbytesstates to carry out the byte substation.  The sbox 

is a pre-computed decimal based Rijndeal sbox that can be loaded using the command sbox = load(‘sbox file 

name.tex’). 

 

3) Shift Row Transformation:  

This transformation is performed by a user defined function named rowshift. 

 

4) Mix Column Transformation:  

The Mix column transformation is performed by user definded function named ‘mixcoll’. It utilizes another 

user defined function named ‘polm’ to perform the bitwise multiplication in GF8 as specified by the Rijndeal 

algorithm. 

 

5) Add Round key:  

The Add Round key step is essentially a bitwise XOR operation. It is performed by a user defined function 

named ‘addkey’. It separates an inputted state into its constituent columns (this is necessary due to the 

structure of hexadecimal 4 by 4 matrices in matlab) and then combines this state with an inputted key by 

invoking the bitxor function. 

 

6) The Main Cipher operation:  

The main cipher operation is included because it shows the selective and iterative utilization of the expanded 

round key and other user defined functions to perform an encryption in Rijndeal 128. 

 

Applications of AES 

Blackberry Enterprise Solution. 

Black berry Enterprise Solution is a package of software and services designed by Blackberry Corporation to 

facilitate secure communications between Blackberry devices, Customer content management systems and the 

Blackberry enterprise Server (Blackberry, 2011). 
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It uses a symmetric key encryption system to protect data. Amongst other provisions, it protects data that is in 

transit between customer servers; devices and the Blackberry Enterprise Server. (Blackberry, 2011 page 12). 

 

According to blackberry 2011, a similar authentication mechanism and encryption system embedded in every 

blackberry device and that transpires across the breath of the Blackberry Enterprise solution, provides a 

formidable security system that insures the security of user data. 

 

7) Role of AES in the Blackberry Enterprise Solution. 

According to Blackberry 2011, Blackberry Enterprise Solution protects user data by generating an ephemeral 

key and an Elliptic Curve Cryptography- generated private key. These keys are in turn used to encrypt user 

content and authenticate users and devices when connecting to the Blackberry Enterprise Server (Blackberry 

2011). 

 

It is this ephemeral key; according to Blackberry that is generated (from a predefined password) that uses an 

AES 256 encryption scheme. Additionally, the main transport layer Encryption scheme the Blackberry 

Enterprise Solution (BlackBerry Device Software version 4.0 or later, BlackBerry Desktop Software version 4.0 

or later) uses AES 256 in the CBC (Cipher Block Chaining mode) as the principal encryption scheme to protect 

transiting data. Earlier versions of the Solution, according to blackberry used a triple DES scheme (Blackberry, 

2011). 

 

According to Blackberry, the Blackberry Enterprise Solution uses a sequence of mathematical masking 

operations to protect AES encrypted data from the traditional cache/timing based side channel attacks that 

AES has proven vulnerable to.  

 

According to Blackberry (2011), the Blackberry system produces a randomly generated table, which in turn is 

used to produce a masked version of the AES S- Box, which in turn are used and reused using a random 

scheme to encrypt data in AES 256.  These Masked operations, and their random applications should (at least 

hypothetically) ensure that any information leakage as a result of any side channel analysis of a Blackberry 

device or its implementation software would be of no Cryptanalytic value to the attacker (Blackberry, 2011). 

 

Apple Iphone Operating System 

Apple Iphone Operating System was developed by Apple Corporation for the Iphone and ipad series of 

devices, it uses a combination of Software and Hardware encryption mechanisms and a client data protection 

management system to maintain data security (Apple, 2014). 

 

8) Role of AES in Apple Iphone Operating System 

According to Apple (2014), the Iphone Operating system uses the 256 bit AES encryption system in the CCM 

(Counter with Cipher Block Chaining and Message Authentication) mode. Every device, according to apple 

has an AES crypto engine built into it, thus making the system a hardware implementation of AES. 

Permissions and authentication on the devices is managed by an AES encrypted series of user identification 

(UID) and group identification (GID) keys (Apple, 2014). 

 

Internal data encryption, according to apple is handled by a series of uniquely generated keys; these keys 

generated on a per-file basis are then used to encrypt files using AES- 256.    

 

The metadata of all files (containing file type and file system information) is encrypted using a randomly 

generated key called the file system key in AES- 256, this key first created on the installation of the operating 

system is key to its security framework. When the physical security of a device is compromised the erasure of 

this key will render the device unable to decrypt file Meta data and will hence render such data 

cryptographically inaccessible (Apple, 2014). 
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 Comparison With Other Encryption Algorithms   

Hamdan et al. (2015) compared the Rijdeal cipher with another fiestel type algorithm; the 3DES based on 

hardware performance, encryption security and sustainability in space restricted environments and resisance 

to power analysis. This is especially important because Bergnov et al. (2011) has shown that power analysis 

could render even AES 256 to exploits. Results from the analysis has shown that the Rijdeal cipher was still 

resistant to differential, truncated differential, linear, interpolation and square attacks while both 3DES and 

DES proved vulnerable against differential cryptanalysis.  

 

Also, for a Rijdeal 128, the time required to check the whole key space was approximately 5X1021 years  while it 

was merely 800 days for 3DES and 400 days for DES. 

 

Soni et al. (2012) also tested the eiciency of the least secure Rijdeal contraption; the Rijdeal 128. In an Text- 

Image encrption experiment, the researches compared the time taken to encrpt and decrypt sample test images 

in bothe Rijdeal 128 and DES. While it took the DES algorithm 215 seconds to encrypt a 128X128 pixel image, 

the Rijdeal algorithm accomplished the same task within 99.8 secs (Soni et al. 2012). Similarly, while DES tool 

183 seconds to decrypt the image, the Rijdeal cipher in AES 128 took 84.89 seconds.   

 

The efficiency o the Rijdeal based AES compared with other  fiestel like ciphers might also be related to the 

need for previous ciphers to change encryption keys after encrypting at most 32GB of Data. Novel methods 

such as using triple DES to mitigate such information leakages have proven computationally costly and hence 

the marginal efficiency of AES.  

 

 Conclusion and Future Research  

While AES remains relatively secure against conventional attacks, it has been demonstrated that with sufficient 

computational resources, even the Rijndeal cipher can be broken, while the said resources can be 

computationally prohibitive, it is safe to assume that with sufficient advances in  processor integration the 

computational cost of braking the Rijndeal cipher will be drastically reduced.  

 

However, even with such drawbacks, at present, a comparison between Rijdeal and other Ciphers like DES and 

Triple DES (3DES) has shown that the Rijdeal AES, even at its 128 bit contraption is still superior in terms of 

security and efficiency thus making it still, an important encryption algorithm.  

 

The use of the Rijndeal cipher in public key exchanges also posses significant drawbacks. The elliptic curve 

being adopted by Blackberry is demonstrably superior. Further research might attempt subjecting the Rijdeal 

to Quantum attacks, this should demonstrate the crystallographic endurance of the algorithm when faced with 

attacks from prospective quantum computers.   
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