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ABSTRACT
The advent of electronic payment systems in Nigeria was a significant development in the
banking industry over a couple of years. Importantly, this development has brought about
reduction in the size of long queues and also in the time mostly taken by either individual
or corporate customers in making any payment transaction in the hitherto crowded
banking halls in Nigeria. However, despite this development, the very lingering problem
with this platform of making payment is fraud. In this paper, we present a work done to
discover the challenges of these payment systems using Automated Teller Machines (ATM)
cards in four randomly selected cities of Abeokuta, Kano, Lagos, and Port Harcourt. The
survey shows that mostly fraud is committed in these cities as a result of exposing the
four-digit personal identification numbers (pin) by the ATM card users. On the average,
32% of ATM card users in these cities are vulnerable to pin exposure; this is either due to
their level of education, age, or gender or both. In order to improve the security of
e-payment systems using ATM cards in Nigeria and minimize fraud, this paper proposes a
new framework to secure customers’ transactions.
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INTRODUCTION
According to Oyesanya (2006), Nigeria’s
entry into e-Commerce was late, with the
most significant development occurring in
late 2004, when Visa International acquired
a 13% stake in Value-card Nigeria. Along
with other reforms in Nigeria, such as
banking consolidation, and growth in the
telecommunication sector, the advent of
electronic payment systems was a
significant development. Along with the
developed nations of the world, Nigeria
stands to benefit from increased business
activities from online transactions
(Oyesanya, 2006).

However, Nigeria faces serious
obstacles to joining in the emerging
E-payment experience. While most of the
problems are related to technical and
policy limitations, Nigeria also faces a
peculiar set of online business trust issues.
A high volume of fraud, in the form of
“cyber-crimes” originates in Nigeria. The
problems with establishing effective E-
payment systems in Nigeria include not

only erratic power supplies, postal delivery
services, and those general digital divide
issues that we are most accustomed to. But
in the case of Nigeria, according to
Oyesanya (2006), the following factors also
contribute to the under development of
meaningful E- payment:
A) Nigerian internet traffic had become
an ethical nuisance. A high percentage of
the payload is e-mail solicitation
fraud. This has lead to countries around
the world blacklisting Nigerian e-mail
systems, and in some cases, blocking
Nigerian IP traffic.
B) Online payment systems issued by
Nigerian banks have a reputation for
questionable business ethics and are often
rejected solely because of a perceived
“potentiality” for fraud. According to an
e-nigeria.net article, “Visa International,
the world's leading electronic payment
company has given Nigeria a clean bill of
health, saying no incident of fraud has
been recorded since it commenced
issuance of cards in the country.
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SCOPE OF THE PAPER
The paper investigated the growing trend
in the various type of fraud associated with
the ATM cards usage as a result of
disclosure of the four-digit pin by some ATM
card users in some four randomly selected
big cities in Nigeria. The paper then
proposed a framework to minimize the
fraud by changing the mode of operation of
the current ATM systems to improve
customer security thereby blocking some
chances of fraudulent activities.

BACKGROUND OF THE STUDY
E-payment is increasingly becoming the
way customers, businesses, banks and
governments carry out payment
transactions, while traditional
paper-based payment methods are slowly
but surely declining in Nigeria. Globally,
E-payment made its first appearance in
the 1970s with the advent of credit cards,
and banks have been employing
proprietary e-payment systems for
decades. However technological advances
in e-payment since then have been so
rapid and dramatic that some of those
early forms of e-payment now appear
primitive. With the explosion of the
Internet and Internet technologies,
e-payment has been propelled into the
public domain and is transforming regular
everyday payment transactions in all
market segments (Al-Khatib, 2012; Hope,
2012; Jacob and Summers, 2008; Tan,
2004).

e-PAYMENT CHANNELS
An e-payment channel represents the
touch-point where a payment transactions
is initiated or originated. An e-payment
transaction may originate and be executed
through a variety of channels.
Notwithstanding, the face-to-face POS
channel, the most common channel to
initiate an e-payment transaction is
through a computer with access to the
Internet, such as in online shopping and
payments or business procurement in
corporate enterprise systems. Online
purchases through the Internet have
grown exponentially over the past few
years with the adoption of e-commerce

activities. Even after the dot-com industry
imploded, the growth of these activities
has not ceased, though business and
financial analysts are now more cautious
with market projections. These channels
include: mobile devices, such as mobile
phones and Personal Digital Assistants
(PDAs); contactless or proximity sensors
such as transponders, key fobs,
attachments to key rings; kiosks, such as
AXS stations in singapore (Tan, 2004).
According to Tan (2004), there are two
broad principles in the context of
e-payment: trust and security. Regardless
of the type of payment instrument, in
general buyers and sellers prescribe to
those principles.
i. Trust
Parties in a transaction must trust and
have confidence in each other. The buyer
must believe that the seller is legitimate
and will actually deliver the goods and
services ordered. The buyer must also
believe that the goods and services are as
represented and actually worth the price.
The seller must believe that the buyer is
legitimate and will provide appropiate
payment in exchange for the goods
delivered and received.
ii. Security
Parties need a secure environment to
conduct a transaction. In an e-payment
transaction, the buyer and seller want to
protect details of an order and payment to
ensure the integrity and confidentiality of
transactions. The buyer wants to be
certain that his or her information is not
compromised and inappropriately used in
terms of data protection and privacy.
Payments fraud protection has never been
more important. Economic uncertainty
coupled with the emergence of new
payment types and technologies have
brought about fraudsters of all stripes —
from first-timers desperate for cash to the
most sophisticated technological
manipulators in the industry.
While the exact amount of losses due to
fraudulent activities on cards is unknown,
various research analyst reports concur
that the figure for year 2002 probably
exceeds $2.5 billion.
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Further, as the overall e-commerce
volumes continue to grow and fraudsters
adopt more complex schemes, the
projected figure for losses to Internet
merchants in the US alone is expected to
be in the range of $5–15 billion by the year
2051. This again is dependent on how
rapidly fraud prevention technology will be

adopted by the industry (Tej et al., 2003).
While lost or stolen card is the most
common type of fraud, others include
identity theft, skimming, counterfeit card,
mail intercept fraud and others. Table 1
summarises the modus operandi for credit
card frauds and their percentage of
occurrence (Tej et al., 2003).

Table 1: Methods of Credit Card Fraud and their percentage of occurrence
Source: (Alabi, 2014)
Method Percentage
Lost or Stolen Card 48
Identity Theft 15
Skimming (or Cloning) 14
Counterfeit Card 12
Mail Intercept Fraud 65
Other 5

Amongst the high risk countries facing
Credit Card Fraud menace, Ukraine tops
the list with staggering 19% fraud rate
closely followed by Indonesia at 18.3%
fraud rate. Also in the list of high risk
countries are Yugoslavia (17.8%), Turkey
(9%) and Malaysia (5.9%). Surprisingly
United States, with its high number of

Credit Card transactions, has a minimum
fraud rate (Tej et al., 2003).

Over the last few years, the credit card
industry in UK was subjected to maximum
threat from increasing fraud losses. Table 2
shows the worrying trend in volume of
credit card frauds in UK over the last few
years (Tej et al., 2003).

Table 2: Trend of fraud categories in UK for 2000–2001 (in Pound Sterling millions)
Source: (Alabi, 2014)
Fraud Category 2000 2001 %change
Counterfeit Card 107.1 160.3 +50
Card-not-present 72.9 95.7 +31
Lost/Stolen Card 101.9 114.0 +21
Intercepted in Post 17.7 26.7 +51
Fraudulent Application 10.5 6.6 +37
Other 6.9 8.0 +15
Totals 317.0 411.4 +30
Losses as % of turnover 0.162 0.183 +13

However, in Nigeria the banking industry
and other financial institutions are yet to
introduce the credit cards, what we have
are basically debit cards that are used on
ATMs to carry out a number of transactions.
The debit card suffers from the same type
of fraudulent activities making customers
to lose huge sum of money. Mostly in
Nigeria, we discovered that fraud is carried
out on ATM cards as a result of some of the
method highlighted on the table 2 above,
but particularly by exposing the four-digit

pin number used as access code to any ATM
transaction in Nigeria.

METHODOLOGY
This study was conducted by administering
a structured questionnaire to a sizeable
population for each of the selected cities.
Four cities Lagos, Kano, Port-Harcourt and
Abeokuta were randomly selected to obtain
responses from one hundred bank
customers at ATM points within these areas.
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All information relevant to the problems of
ATM card fraud was collected; also it was a
proof to identify problems existing in ATM
card usage by the respondents. The aim of
the investigations was to pro-actively
identify the need for a new or improved
framework for the ATM card transactions
with a view to minimize fraud.

RESULTS AND DISCUSSION
From the survey data, we were able to
know that up to about 28% and 72% of ATM
card users in Abeokuta are vulnerable and
not vulnerable to ATM card Pin Exposure
respectively, up to about 28% and 72% of
ATM card users in Kano are vulnerable and
not vulnerable to ATM card Pin Exposure

respectively, up to about 48% and 52% of
ATM card users in Lagos are vulnerable and
not vulnerable to ATM card Pin Exposure
respectively and lastly up to about 24% and
76% of ATM card users in Port-Harcourt are
vulnerable and not vulnerable to ATM card
Pin Exposure respectively, on this average
32% of ATM card users in Nigeria are
Vulnerable and remaining 68% of the ATM
card users are not being vulnerable to ATM
card Pin Exposure. Figure 1 shows a bar
chart comparing the number of vulnerable
and non-vulnerable ATM users; while figure
2 shows a pie chart comparing the average
vulnerable and non-vulnerable ATM users of
the four cities.

Figure 1: Vulnerable and Non-vulnerable ATM Users

Figure 2: Average Vulnerable and Non-vulnerable ATM Users

Age distribution and Education level of
ATM card users
The result shows that up to about 5% of the
ATM card users in Abeokuta are teenagers,
92% are Adults and the rest are old age, 40%
of them have a basic level of education,
48% has a high level of education and 12%
has an Advance of education.
In Kano up to about 20% of the ATM card
users in are teenagers, 76% are Adults and

4% are old age, 52% of them have a basic
level of education, 40% has a high level of
education and 8% has an Advance of
education.
In Lagos up to about 8% of the ATM card
users in are teenagers, 76% are Adults and
16% are old age, 29.167% of them have a
basic level of education, 66.667% has a high
level of education and 4.1% has an Advance
of education.

115.2
244.8
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In Port Harcourt up to about 8% of the ATM
card users in are teenagers, 84% are Adults
and 8% are old age, 64% of them have a
basic level of education, 36% has a high
level of education and 0% has an Advance of
education.
On average up to about 10.25% of the ATM
card users in are teenagers, 82% are Adults
and 7% are old age, 46.29% of them have a
basic level of education, 47.667% has a high
level of education and 6.04167% has an

Advance of education.
Figure 3 shows a bar chat that compares
the Age distribution of respondents in all
the four cities and figure 4 shows a pie
chart that compares the average of Age
distribution, figure 5 shows a bar chat that
compares the Education level of ATM card
users in all the four cities and figure 6
shows a pie chart that compares the
average of Education level of ATM card
users in all the four cities.

Figure 3: Age Distribution in the Four Cities

Figure 4: Average of Age Distribution

Figure 5: Education Level of ATM Card Users
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Figure 7: Average of Education level of ATM card users

CONCLUSION
It has been demonstrated that even though
if the PIN of an ATM card is exposed without
the awareness of the owner; the proposed
framework can still prevent the
unauthorized use of the ATM card. By
implementing the proposed framework,
banks can easily minimize the 32% of ATM
card users that are vulnerable for exposing
their pin, thereby protecting ATM cards

against unauthorized usage.
The proposed framework is recommended
as an additional means of preventing ATM
card fraud in Nigeria, as it will reduce the
crises of PIN exposure vulnerability. It is
also recommended that ATM card users
should see their mobile phone as token
generator for one-time validation during
the life cycle of a transaction.
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